NH®OPMAIIMOHHASA ITAMSATKA

JJIA OBYYAIOIIMXCH IJIsA PASMEINEHUSA HA OPUIIUAJIBHBIX MHTEPHET-PECYPCAX

C KaXIpIM TOJOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCA OOJIBINE, a IIKOJBHUKH OJHU W3 CaMbIX
AKTUBHBIX IOJb30BaTeneid Pynera. Mexay TeM, MOMHMO OTPOMHOIO KOJMYECTBA BO3MOKHOCTEH, HHTEPHET
HECeT W MpOoOJIeMbl. JTa TaMATKa JODKHA TOMO4Yh Tebe O0e30macHO HaXOIUTHhCS B CETH.

KoMnbroTepHbie BHPYCHI

KoMnbloTepHbli BHPYC - OTO Ppa3sHOBUAHOCTh KOMIIBIOTEPHBIX IIPOrpaMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTH K PAa3MHOXKEHHUIO. B J0mojHeHHWe K 3TOMY, BHPYCHI MOTYT
MOBPEINUTh WIM MOJIHOCTBIO YHUUYTOXHUTH BCE (Dailyibl U JaHHbIE, MTOJKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHU
KOTOpPOro Obula 3amylieHa 3apakeHHas IporpamMma, a Takke T[OBPEIUTb WM JaKe YHUYTOXUTh
OIIEPALMOHHYIO CHCTEMY cO BceMHu (haiinamMu B 1enoM. B OOJIBIIMHCTBE CllyyaeB pacHpOCTPaHSIIOTCS BUPYCHI
4yepe3 UHTEPHET.

MeToabl 3aIUUTHI OT BPCAOHOCHBIX IpOorpaMm:

1.Vcnone3yil COBpeMEHHbBIE OMNEPALMOHHBIE CHCTEMbl, MMEIOIINE CEpPhE3HBI YPOBEHb 3aIIUTHI OT
BPEIOHOCHBIX IIPOIPAMM;

2. IlocTosiHHO ycTaHaBIMBaK MOUYTH (U(PPOBBIE 3aIUTATKH, KOTOPbIE aBTOMATUYECKH YCTAHABIMBAIOTCS C
[ENTbI0 TOPAaOOTKH MPOTPAMMBI) M APYTrAe OOHOBICHUS CBOCH OIepaIrimoHHON cucteMbl. CkauyuBail UX TOJBKO C
odummansHoro carrta paspadorunka OC. Ecim cymecTByeT peKuM aBTOMATHYECKOTO0 OOHOBJICHWS, BKITIOYU
ero;

3. Pabortaii Ha cBOeM KOMITbIOTEpE MOJI IpaBaMU MOJB30BaTENs], a HE aAMUHUCTPATOPa. ITO HE MO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX MMPOTPAMM MHCTANIMPOBATHCSA HAa TBOEM MEPCOHAILHOM KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE IPOTPAMMHBIE IPOAYKTHI U3BECTHBIX MPOU3BOIUTENECH, C AaBTOMATUYECKUM
oOHOBJIIEHHEM 0a3;

5. Orpanunub (HU3MYECKHUI TOCTYI K KOMIIBIOTEPY /711 HOCTOPOHHUX JIMIL;

6. Mcnonp3yii BHENIHWE HOCHTENH HMH(MOpMAIMM, TaKhe Kak (iemka, TUCK win (aiiin w3 MHTEepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIbIOTEPHBIE (aiiibl, IOJTYYEHHbIE U3 HEHAJEKHBIX HCTOUHUKOB. J[axe
Te (haiiabl, KOTOpBIE pHCIaN TBOM 3HAKOMBIN. Jlyulle yTouHu y HEro, OTHpaBisil JIU OH Te0e uX.
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Ceru WI-FI

Wi-Fi - 510 He BHJ nepe/iaun JaHHBIX, HE TEXHOJOIHs, a BCETO JIMIb Opena, mapka. Eme B 1991 roxy
HHJIepIIaH/ICcKas KoMmmaHus 3apeructpupoBana Opena "WECA", uro o6o3Hauano cioBocoueranue "Wireless
Fidelity", xoTopslii mepeBoauTcst Kak "GecpOBOIHAS TOYHOCTD .

Jlo Hamlero BpeMeHM Jollia japyras ab0peBHaTypa, KOTopasl SBJISETCS TaKOM e TeXHOJOTHel. ITo
abopesuarypa "Wi-Fi". Takoe Ha3BaHHe ObLIO TaHO C HAMEKOM Ha CTAaHIAPT BhICIIEH 3ByKoBOW TexHuku Hi-Fi,
YTO B MIEPEBOJIE O3HAYAET "BBICOKAS TOUHOCTH .

Jla, GecraTHBIM WHTEPHET — JIOCTYI B Kade, OTEeNsIX U adpornopTax SBISETCS OTIMYHONW BO3MOKHOCTBIO
BbIXOZIa B WHTepHeT. Ho MHOrme osKcmepThl cumTaroT, uto obmenoctynusie Wi-Fi cetn He sBustoTcs
0€30MaCHbIMH.

Cogetbl 10 Ge30nacHOCTH PaboThl B 00menocTynHbix cersix Wi-fi:
1. He mepenmaBaii cBoro nuunyro wHpopmaiuio depes odmiemoctymubie Wi-Fi cetn. Paboras B HuX,
KEJIATCJIbHO HE BBOAUTH MAPOJIN AOCTYIIA, JIOTHHBI U KAKHUE-TO HOMepa;



2. Ucnonw3yii 1 OOHOBJISI aHTUBUPYCHBIE MpOTrpaMMbl U OpaHaMayep. TeM caMbIM Thl 00€30I1aCHIIb
ce0st OT 3aKauKy BUpYyca Ha TBOE YCTPOWCTBO;

3. [Ipu ucnons3zoBanuu Wi-Fi orkmoun ¢ynkmnuto "OOmmii goctym k (aiimam u npuntepam”. JlaHHas
(GYHKIMS 3aKphiTa TI0 YMOJYAaHWIO, OIHAKO HEKOTOpBhIC MOJh30BATENH AaKTUBUPYIOT €€ Ui ymoOcTBa
MCIOJIb30BaHUs B paboTe win yueoe;

4. He wucnonb3yit nyOnmmunbsiid WI-FI nias mepemaun nMYHBIX JAaHHBIX, HalpuMep Ui BBIXO/A B
COIIHAJIbHBIC CETH WK B 3JICKTPOHHYIO TOYTY;

5. Wcnonb3yi#t TonbKo 3anuineHHoe coenunerue yepes HTTPS, a ue HTTP, T.e. npu Habope BeG-anpeca
BBOIU MMeHHO "https://s ;

6. B moouasHOM Tenedone orkmoun Gpyukiuio "Tlogkmouenune k Wi-Fi aBromarnuecku”. He momyckait
ABTOMATHYECKOT0 MOKII0UeHHs ycTpoiicTBa K cetsim Wi-Fi 6e3 TBoero cornacus.
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ConpajJbHble CETH

CornanbHble CeTH aKTUBHO BXOZST B HAIly )KH3Hb, MHOTHE JIFOJU pabOTAIOT U KUBYT TaM MOCTOSIHHO, a
B Facebook yxke saperncrpupoBaH MHJUTHAp YETOBEK, YTO SIBISETCS OIHOM CEIbMOW BCEX IKUTEICH
TUTaHEeThl. MHOTHE IMOJIh30BATEeNIM HE IMOHUMAIOT, YTO MH(OpPMAIUs, pa3MEIIeHHAs UMH B COIMAIBHBIX CETSX,
MOXET OBITh Hal/IeHAa W UCII0JIb30BAaHA KEM yYTrOJHO, B TOM YHUCJE HE 00s13aTeIbHO C OJIaruMU HAMEPEHUSIMHU.

OcHOBHbBIE COBETHI 10 0€30I1ACHOCTH B COIIMAJIBHBIX CETHAX:

1. Orpanuyb CHUCOK Apy3eid. Y TeOs B IPY3bsIX HE TOJKHO ObITh CIy4alHBIX U HE3HAKOMBIX JIOJIEH;

2. 3amumiaii cBOIO YacTHYIO *U3Hb. He yka3biBaii maponu, TeiaedoHsbl, ajpeca, 1aTy TBOETO POXKACHUS U
JOPYTYIO JIMYHYI0 WHGOPMALKIO. 37I0YMBIIUIEHHUKA MOTYT UCHOJIb30BaTh Jlaxe WH(OPMALIUIO O TOM, KaK ThI U
TBOU POJUTENH IUIAHUPYETE MPOBECTU KAHUKYJIBI,

3. 3amMinail CBOIO pEMyTalui0 - JEPKU €€ B YUCTOTE W 3ajaBail cebe BOIPOC: XOTeNl Obl Thl, YTOOBI
ApyTUe MOIB30BaTeIN BUICIH, YTO THI 3arpyxaenib? [lomymai, mpexie 4eM 4To-TO OIyOJMKOBATh, HAIIMCATh
U 3aTpY3UTh;

4. Ecnu Thl TOBOpHILB C JIIOJbMH, KOTOPBIX HE 3HACIIb, HE MCIOJIb3YH CBOE PEaJbHOE UMS U APYTYHO
JUYHYI0 HH(OPMALIUU: UMsI, MECTO JKUTEIbCTBA, MECTO Y4€Obl U MpOUEE;

5. N36erait pazmenienus ¢otorpaduii B MHTEpHETE, re Thl M300pa’keH HA MECTHOCTH, MO KOTOPO
MOHO OIPEAEIUTh TBOE MECTOMOI0KEHHE;

6. [Ipu peructpanuu B COIMAIBHON CETH HEOOXOIMMO HCMOIB30BaTh CIOKHBIE MAPOJH, COCTOSIINE U3
OyKB U ITUGP U C KOIMIESCTBOM 3HAKOB HE MeHee 8;

7. JIns conManbHO# CETH, MOYTHI U JPYTUX CaWTOB HEOOXOIMMO MCIIONB30BATh pa3HbIE Mapoiu. Toraa
eclii Te0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKH MOJIy4aT IOCTYI TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpa3y
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DJIeKTPOHHBbIE JEeHbIU

DNEeKTPOHHBIE JIEHBI'M - 3TO OYEHb YNOOHBIM CHOCOO MIaTeXel, OJHAKO CYIIECTBYIOT MOIIEHHHUKH,
KOTOPBIE XOTAT MOJIYYUTh 3TH ACHBIH.

DIEKTPOHHBIE JIEHBIN MOSBWINCH COBCEM HENABHO M MMEHHO M3-3a 3TOT0 BO MHOTHX IOCyAapcTBax JI0
CUX HIOp HE MPONUCAHO NPO HUX B 3aKOHAX.

B Poccun xe oHM QYHKIIMOHUPYIOT ¥ O HUX yXK€ IMPOMHMCAaHO B 3aKOHE, TJIe UX Pa3/esioT Ha HECKOJIBKO
BUJIOB - QaHOHUMHBIC U HE aHOHMMHBbIE. PasHuUIla B TOM, YTO @aHOHUMHBIE - OTO T€, B KOTOPBIX pa3pellaeTcs
IIPOBOJIUTH Olepanuy 6e3 MAeHTH(UKALKUU MOJIb30BaTENs], @ B HEAHOHUMHBIX HJICHTH(UKALKS MOIb30BaTENsS
ABIISIETCS 0053aTeNbHOI.

Taxke cnenyer pasziauuaTh JIEKTPOHHBbIE (UAaTHBIE NEHBIU (PaBHBI TOCYAapCTBEHHBIM BaJlIOTaM) H
AJIEKTPOHHBIC HeHAaTHBIC ACHBIH (HE paBHBI TOCYIAPCTBEHHBIM BAIIIOTaM).



OcHOBHBIE COBETHI N0 0€30NMACHOI padoTe ¢ JJIEKTPOHHBIMH JIeHbIAMM:

1. [lpuBsiku K c4YeTy MOOWIBHBIN TenedoH. DTO camblii yIOOHBIM M OBICTPBIM CIOCOO BOCCTAHOBUTH
nocTym K cuery. [IpuBszanHbIii TenedoH MOMOXKET, €clii 3a0yIelTb CBOU IJIATEKHBIM MapoJib WM 3aliIenTh Ha
CalT C HE3HAKOMOI'0 YCTPOMCTBA,

2. Ucnonw3yit omHopa3oBeie maposd. [locne mepexona Ha yCUIIEHHYIO aBTOpH3aI0 TeOe yxe He Oyaer
yIpokaTh OMACHOCTh KPaXku WJIM TIepeXBaTa MIATeKHOTO MapoJis;

3. Beibepu cnoxHbil mapoib. [IpecTymankam OyaeT He MPOCTO yrajaTh CIOXKHBIN mapoib. HamexHbie
[apoJid - 3TO MapOJIH, KOTOPhIC COACPKAT HEe MeHee 8 3HAKOB M BKIIFOYAIOT B CeOsl CTPOYHBIC M MPOIMHUCHBIC
OykBbl, U(PBI U HECKOJIHLKO CHUMBOJIOB, TaKWe KaK 3HAK JoJuiapa, (yHTa, BOCKIUIATEIbHBIM 3HAK H T.IL
Hampumep, $tRONg! ;

4. He BBOJM CBOM JINYHBIC JaHHBIEC HA caliTaX, KOTOPBHIM HE JOBEPSCIIb.
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DJIeKTPOHHASI MOYTA

DNeKTpOHHAsl MOYTa - 3TO TEXHOJOTHUS M MPEAOCTABISIEMbIE €0 YCIYTH 0 MEepPEeChUIKe U MOTYyYCHHUIO
ANEKTPOHHBIX COOOIICHUN, KOTOpBIE pACIPENENSIOTCS B KOMIBbIOTEpHOW ceTH. OOBIYHO 3IEKTPOHHBIN
MOYTOBBIH SIIMK BBIMJISIIUT CICIYIONMM 00pa30oM: UMsI_IoJib3oBaTelst @uMsi_jgoMeHa. Tarke KpoMme nepeaadn
IIPOCTOr0 TEKCTa, UMEETCS] BO3MOKHOCTb IepeiaBaTh (aiiibl.

OcHoOBHbBIE COBETHI 10 0€30NMacCHOI padoTe ¢ JIEKTPOHHOM MOYTOIi:

1. Hamo BBIOpaTh NpaBWIIBHBIN MOYTOBBIA CepBUC. B MHTEpHETE ecTh OrpOMHBINA BHIOOpP OECIIATHBIX
IIOYTOBBIX CEPBUCOB, OJJHAKO JIy4lIe JOBEPATH TEM, KOTO 3HACIIb U KTO IIEPBbI B PEUTUHTE;

2. He ykaspiBalli B JMYHOM mouTte JuuHyl0 uHpopManuto. Hampumep, nydme BbeIOpath
"My3bIKanbHbIH_(panat@" wiun "pok2013" BmecTo "temal3";

3. Ucnonb3yil JBYX3TalHYXO aBTOPHU3aLMI0. OJTO KOIJJa IOMHUMO TIapojisi HYXHO BBOJIUTH KOJ,
npucbutaeMbiii no SMS;

4. Beibepu CIIOKHBIH mapoiib. JI7s KaXJOro TOYTOBOTO SIIMKA JODKEH OBITh CBOW HAJCKHBIH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb,

5. Ecnu ecTh BO3MOYKHOCTB HaIllUCAaTh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH 3TY BO3MOKHOCTE;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX AIIMKOB. [IepBbIi 111 4aCTHOM MEPENUCKU C aApecaTaMy, KOTOPbIM
ThI TOBEpsielIb. DTO 3JEKTPOHHBIHN aJipec He HaJl0 MCIIOIb30BaTh MPH PErUcTpaliui Ha (opymax U cairtax;

7. He oTkpbIBail ¢ailniel ¥ Jpyrue BIOKEHUS B MUCbMAX, JJa)ke €CIIM OHU MPHUIIN OT TBOMX JApY3eH.
Jlydiie yTouyHM y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (aiiibl;

8. ITocne okoH4YaHUs pabOTHI HAa TIOYTOBOM CEPBHCE TEpe]] 3aKPHITUEM BKIIAJIKH C CAHTOM HE 3a0yab
Haxarb Ha "BeriiTu'.

Ku6epOyuiMHT MM BUPTYaJibHOE H3/1€BaTEJIbCTBO

KubepOynnunr - npeciaegoBaHue COOOIIEHUSIMH, COACPKAIIUMHU OCKOPOJICHUS, arpeCcCHIo, 3allyrHBaHNE;
Xy.]'H/IFaHCTBO; COUAJIBHOC 60ﬁKOTHpOBaHHe C IMMIOMOIIBIO PA3JIMYHBIX MHTCPHET-CCPBUCOB.

OcHoBHbIE COBeTHI 110 00pble ¢ KnOepOy I THHIOM:

1. He Opocaiics B 60#. Jlyummii crmoco0: mocoBEeTOBaThCS Kak ceOsl BECTH U, €CITH HET TOro, K KoMy
MOKHO OOpaTUThCS, TO BHaYale YCIOKOUThCS. Eciu Tl HayHeb 0TBeYaTh OCKOPOJICHUSIMU HA OCKOPOJICHMS,
TO TOJIBKO €eI1e OOJIbIIe Pa30kKKelb KOH(IUKT;

2. Vnpapnsi cBoeil kubeppemnyramueii;

3. AHOHMMHOCT, B ceTu MHHMMasg. CyIIeCTBYIOT CHOCOOBI BBIICHUTb, KTO CTOMT 3a aHOHHMHBIM
AKKayHTOM,;

4. He crouT BecTH XyJUTaHCKUN 00pa3 BUPTyadbHOU kU3HU. IHTEpHET QpUKCHUpyeT Bce TBOM NEHCTBUS



U COXpaHseT uX. Y JaIUTh UX OyJeT KpaiHe 3aTpyAHUTEIBHO;

5. CoOuronail CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. Urnopupyii enuanuHbIi HeraTuB. OTHOPa30BbIe OCKOPOUTENIBbHBIE COOOIIEHUS JTy4Ille NTHOPUPOBATH.
OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aJIbHOW CTaIny;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSMH, B COLMAIBHBIX CETAX €CTh
BO3MOXXHOCTh OJIOKHUPOBKH OTIIPABKHU COOOIICHHI C OMPEICIICHHBIX aJIPECOB;

8. Ecnu 161 cBuzerens kubepOyuara. TBOM JEWCTBHS: BBICTYIIUTH MIPOTUB MPECICI0BATENS, TTOKA3aTh
€My, 4TO €ro JCUCTBUS OLEHHMBAIOTCA HEraTHBHO, MOJACPKATh JKEPTBY, KOTOPOM HYXHa IICHXOJIOrMYECKas
MTOMOII[b, COOOIIUTH B3POCIBIM O (h)aKTe arpeCCUBHOTO TIOBE/ICHUS B CETH.
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MoOniabHblil TesiehoH

CoBpemenHbIe cMapT(HOHBI U IUIAHIIETHI COACPkKAT B c€0€ BIOTHE B3POCIBIiA
(YHKIIMOHAJ, W TeNepbh OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMHU KoMIbioTepamu. OJIHAKO, CPEACTB
3aIIUTHI JIS1 TOJ00HBIX YCTPOUCTB MIOKA OYEHb Majio. TeCTUPOBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOIAUT
He Tak nHTeHCUBHO, Kak s [1K, To ke camoe kacaeTcss 1 MOOWIIBHBIX MPUIIOKCHHIA.

CoBpemeHHble MOOUJIBHBIE Opay3epbl yKe MPaKTUYECKH JOTHAM HACTOJIBHBIE AaHAJOTH, OJHAKO
pacupenue (yHKIHOHANA BIIeYeT 3a 000 OONBIIYIO CIOKHOCTh U MEHBIIYIO 3aIIUIEHHOCTb.

Jlaneko He Bce MPOU3BOAMUTEIM BBITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTUUECKUE YSA3BUMOCTHU JJIs
CBOUX YCTPOMCTB.

OcHOBHbBIE COBETHI JIJI51 0€30IIaCHOCTH MOOHJILHOTO TeJ'Ie(l)OHa:

Hudero He sBnsieTcs mo-HacTosmieMy OecriaTHBIM. Byab ocTOpoXkeH, Beab Korga Tebe IMpemiararor
OecrutaTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHE-TO IJIATHBIC YCIYTH;

Hymaii, mpexxae gem otnpaButb SMS, dhoto nnm Bugeo. Tel ToUuHO 3Haelb, r71€ OHU OyayT B KOHEYHOM
urore?

Heo6x011M0 OOHOBIISATE ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Vcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbI /1151 MOOMJIBHBIX TeIe()OHOB;

He 3arpyxail mpuioxeHuss OT HEM3BECTHOI'O HCTOYHHUKA, BEb OHM MOTYT COJAEP)KaTh BPEIOHOCHOE
IPOrpaMMHOE 00eCIeUeHUeE;

[Tocne Toro kak Thl BBIAJICIIL C CAiiTa, TJI€ BBOAMII JIMUYHYIO HHGOPMAIIUIO, 3211 B HACTPOIKH Opay3epa
U ynaiam cookies;

[lepuonmuecku mMpoBepstiA, KaKWe TUIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOi1 HOMEp MOOMIIBHOTO Tene(oHa TOJBKO JIOASM, KOTOPBIX Thl 3HACIIb U KOMY J0BEpSEIllb,

Bluetooth mosmken ObITH BBIKITIOUEH, KOT/Ia THI MM HE MOJb3yelibest. He 3a0biBait HHOTIa IPOBEPATH ITO.
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Online urpsl

CoBpeMeHHbIE OHJIANH-UTPBI - 3TO KPAaCOYHbIE, 3aXBaThIBAIOLINE PA3BICUCHUs, OOBEAUHSIONINE COTHU
TBICAY YEJIOBEK MO BceMy MUpy. Mrpoku uccneayroT JaHHBIH UM MUp, 0OLIAI0TCS APYT C APYTrOM, BBITOIHSIOT
3aJlaHusl, CPaXKalTCS C MOHCTPAMM M IIOJIyHalOT OMBIT. 3@ YAOBOJIBCTBHE OHM IUIATAT. MOKYHAKOT JHUCK,
OIJIaYMBalOT aOOHEMEHT WJIM MPHOOPETaIOT KaKue- TO OMIINH.

Bce 3tu cpencTBa uayT Ha NOAAEp/KaHUE U Pa3BUTHE UIPHL, @ TAK)KE HA camy
0€30MaCHOCTh. COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIMH, BBITYCKAIOTCS HOBBIE MATYd (IIU(PPOBBIE 3aIIATKH
IUTSL TPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nono0HBIX Urpax CTOUT OnacaThCsl HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO Kpa)XH TBOETO Maposis, Ha
KOTOPOM OCHOBaHa CHCTE€Ma aBTOPHU3alMU OOJIBIIMHCTBA UTP.



OcHOBHBbIE COBETHI 10 0€30M1ACHOCTH TBOEr0 HI'POBOI0 aKKayHTa:

1. Ecnu nmpyroit urpok BeAeT ceOs MI0XO0 WM Co37aeT Tebe HEMPHUATHOCTH, 3a0JIOKUPYH €ro B CITUCKE
UTPOKOB;

2. Tloxanyiics agMUHUCTPATOpaM UIPHI Ha IJIOXOE MOBEIEHUE ATOr0 MIPOKA, KEJIATEIbHO MPUIOKHUTD
KAaKHe-TO JI0Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3bIBail TnuHy0 HHGOPMALUIO B rpodaiiie urpsl;

4. VYBaxail IpyruX y4aCTHUKOB II0 UIDPE;

5. He ycranaBnuBaii HeopuIMambHbIC MATYH ¥ MO/IBI,

6. Vcnonb3yii coXKHBIE U pa3HbIe TapOJIH;

7. Jlaxke BO BpeMs UIpbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [loka Thl Urpaeiib, TBOM KOMIBbIOTEP MOTYT
3apa3UTh.

POUINNHT WA Kpaska JIMYHBIX JaHHbIX

OObIuHON Kpa)kel JeHer U JTOKyMEHTOB CEroJHs YK€ HUKOIO HE yIUBHILb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 37I0yMBIIUICHHUKU EPEMECTUIINCH B UHTEPHET, U IPOIOJDKAIOT 3aHUMATHCS " TIOOUMBIM " JICTIOM.

Tak mosBHiIace HOBas yrposa: WHTEPHET-MOIICHHUYECTBA WJIM (DUINHMHT, TJIaBHAs LEIb KOTOPOTO
COCTOUT B TNOJYYCHUU KOH(MICHIMATBHBIX NAaHHBIX MOJB30BATENEH - JIOTMHOB M maposiell. Ha anrimiickom
s3pike phishing unrtaercs kak ¢pummnr (ot fishing - peibHas goBis, password - maposs).

OcHoBHbIE COBeTHI 10 H0pble ¢ PUIHUHIOM:

1. Cnemn 3a CBOMM aKKayHTOM. Ecium Thl TOJ03peBaciib, YTO TBOsSI aHKeTa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JI0KUPOBATh €€ U COOOIIUTh aIMUHHCTPATOPAM pecypca 00 3TOM KaK MOXKHO CKOpEe;

2. Wcnonp3yit 6e30nacHbie B€O-CaliThl, B TOM YHCIIC, HHTEPHET-Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. HUcmonb3yii ciioxHBIC U pa3HbIe mapoi. Takum o0pa3oM, eciid TeOs B3IIOMAIOT, TO

3JI0YMBINIICHHUKY TOJTyYaT JOCTYIT TOJIBKO K OJTHOMY TBOEMY MPOQIIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3710MaH, TO HEOOXOAMMO MPEIYIPEIUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE JOOABJICHEI Y
Te0s B JPY3bSX, O TOM, YTO TeOSI B3JIOMAJIN ¥, BO3MOXHO, OT TBOETO UMEHU OYIET PacChLIaThCs CIIaM |
CCBUIKH Ha (DUITUHTOBBIC CAUTHI;

5. YcranoBu HaaexHsbIi mapoins (PIN) Ha MoOubHEI TenedoH;

6. OTKIIIOYM COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpbIBail (aiiibl U Apyrue BIOKEHUS B MHCbMaX, Ja)Ke €CIIM OHU TPUIILTH OT TBOUX JIPY3eH.
Jlydie yrouyHM y HUX, OTHPABIISUIN JIM OHH TeOE STH (aiiibl.

8

Hudposasa penyraunus

Hudposass penyranus - 3TO HeraTMBHas WJIM TO3UTHBHas MHopMmaluss B ceTd O Tebe.
Komnpomerupyromast napopmarus, pa3MelieHHasi B HHTEPHETE, MOXKET CEpPhEe3HBIM 00pa3oM OTpPa3HThCS Ha
TBOEH peanbHOM xu3HH. "LndpoBas penyramus” - 3TO TBOH UMUK, KOTOPBIA (GopMHUpYyeTCcs: U3 WHPOpMAIIUN
0 Te0e B MHTEPHETE.

TBOe MecTo KHTENbCTBa, Y4eObl, TBO€ (PMHAHCOBOE MOJOKEHHE, OCOOEHHOCTH XapaKTepa U PacCKas3bl O
OJMU3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue moJpoCTKH JIETKOMBICJIEHHO OTHOCATCS K MyOJUKaluu JTUYHOM nHpopMmaiuu B MHTepHeTe, He
MOHMMAs BO3MOXKHBIX TocneAcTBUA. Thl Jake HE CMOXeEMb Jorajgarbcs O TOM, uTo (oTorpadus,
pa3MelleHHas 5 JeT Ha3aj, cTajla IPUYMHOM OTKa3a NpUHATH TeOs Ha paboTy.

KommeHTapuu, pazMerienue TBoux ¢ororpaduil U Apyrue IeHCTBHS MOTYT HEe MCUE3HYTh Jake IMocie
TOTO, KaK Thl WX yJalumib. Thl HE 3HACIb, KTO COXPAHHJ 3Ty HWH(OPMAIUIO, TIOMANa JIM OHA B MOMCKOBBIC
CUCTEMBI U COXpaHWJIACh JIM OHA, a TJaBHOE. YTO MOJYyMAalOT O TeOe OKpYy)Kalolllye JIIOJU, KOTOpble HAMIyT U



yBUIAT 3T0. Haiitn mHpOpMAMIO MHOTO JIET CIYCTS CMOJKET JI000# - Kak U3 JOOPBIX MOOYXKIACHUH, TaK U C
HaMEpEHHEM MPUYUHHUTH BPeIl. DTO MOXKET OBITh KTO YTOIHO.

OcHoOBHBIE COBETHI 10 3a1MTe HU(PPOBOI pemyTannm:

1. [Momymaii, mpexie 4eM 4To-TO MyOJIMKOBATH M MepeaBaTh y ceOsi B OJI0re MM B COLMAIBHOM CeTH;

2. B Hacrpoiikax npo¢uis yCTAaHOBU OIpaHUYEHUS] HAa IPOCMOTP TBOETO MPOGWIS U €r0 COACPKHUMOTO,
clienai ero TOJbKO "y Apy3en’;

3. He pa3memaii u He yka3biBaii HH)OpPMALIUIO, KOTOPaAsk MOXKET KOr0-JTHOO0 OCKOPOJISTh MM OOMKATb.

0]

ABTOpCKOe NpPaBo

CoBpeMeHHbIE MTKOJIBLHUKH - aKTUBHBIE TTOJIB30BATENH IIU(POBOTO MpocTpaHcTBa. OHAKO JTaJIEKO HE BCE
3HAIOT, YTO II0JIb30BAHHEC MHOTHMH BO3MOXXHOCTSAMHM LH(PPOBOr0O MHpa TpeOyeT cOONIOACHUS TpaB Ha
WHTEJUICKTYJIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTEUIEKTyallbHAasE COOCTBEHHOCTh' OTHOCHTCSI K Pa3UYHBIM TBOPEHHUSM YEIOBEUYECKOTO YMa,
HayWHasg C HOBBIX H300PETCHHH W 3HAKOB, O0O3HAYAIOMIUX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH, H
3aKaH4MBast KHUTaMH, GoTtorpadusMu, KHHOPHIEMaMU U MY3bIKATBHBIMU MTPOU3BEICHUSMHU.

ABTOpCKHE TMpaBa - 3TO MpaBa Ha HMHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha TIPOU3BEACHUS HAYKH,
JIUTEpAaTyphl M  HCKYCCTBA. ABTOPCKME IIpaBa BBICTYNIAIOT B KA4eCTBE TrapaHTUH TOrO, YTO
WHTEJUICKTYAIbHBIN/TBOPYCCKUN TPy aBTOpa HE OyJeT HAIMPAaCHBIM, JAaCT €My CIPaBEJIUBBIE BO3MOXHOCTH
3apaboTaTh Ha pe3yJabTaTax CBOETO TPYAa, MOIYYUTh HM3BECTHOCTh W MNpu3HaHue. Hukro 06e3 paspemieHus
aBTOpa HE MOXET BOCIPOU3BOJIUTH €ro MPOU3BEIEHUE, PACIPOCTPAHATh, MYyOJIMYHO JAEMOHCTPUPOBATD,
poJaBaTh, UMIIOPTUPOBATH, MTYCKaTh B MPOKAT, MYOJUYHO HUCIIOJIHATH, TOKA3bIBATh/UCIONHATE B dPUpPE UITU
pa3memiath B MIHTEpHETE.

Hcnonp3oBanue "MUpAaTCKOro" MPOrpaMMHOTO OOSCIEYCHHS MOXKET MPHBECTH K MHOTHM PHCKaM. OT
MOTEPH JIaHHBIX K TBOMM aKKayHTaM A0 OJOKHPOBKM TBOErO YCTPOWCTBA, TJI€ YCTAaHOBJIEHA HeJerajabHas
nporpamma. He crout takxke 3a0bIBaTh, 4TO CYIIECTBYIOT JIETalbHbIE M OCCIUIATHBIC MPOTPAMMBI, KOTOPHIC
MO>KHO HaWTH B CETH.

O nopraJjie

CeTeBI/I‘lOK.p(l) - TBOM TJIaBHBIA COBETYHK B CETH. 3,ZLCCB Tbhl MOXCIb Y3HATb O 0C30IMaCHOCTH B CETH
MOHATHBIM U NOCTYIIHBIM fA3BIKOM, a4 IIPHU BO3HUKHOBCHUU KpHTquCKOﬁ CUTyaluuu 06paTI/ITLC$[ 3a COBETOM. A
TAKIKC MMPUHATH Y44CTUC B KOHKYPCaX U CTaTb CaMbIM I_II/I(l)pOBBIM l"pa)I(I[aHI/IHOM!



